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Abstract—This brief presents the analysis, design, and mea-
surement results of an integrated circuit designed to prevent
tracking the location of Bluetooth Low Energy (BLE) transmit-
ters. Conventional BLE transmitters have unique RF fingerprints
due to variation-induced imperfections in the underlying circuits.
Coupled with BLE’s wide adoption in mobile devices and ten-
dency to transmit continuously, BLE has become a significant
threat to the location privacy of individual users. The primary
source of this privacy threat is that BLE transmitters have a
unique Carrier Frequency Offset (CFO) that can be easily fin-
gerprinted by passive adversaries. To combat this, a test chip is
developed that pseudo-randomly changes its CFO by switching in
a binary-weighted set of semi-identical MIM capacitors into the
tank of an LC voltage controlled oscillator, all while maintain-
ing compatibility with BLE standard specifications. Measurement
results reveal that privacy preservation can be improved from
only a few seconds with a conventional design, to over a day with
the proposed design.

Index Terms—Privacy, BLE, WiFi, carrier frequency offset,
Tx, machine learning, user identification, hardware security.

I. INTRODUCTION

LUETOOTH low energy (BLE) radios are ubiquitous

in consumer electronic devices. To facilitate easy syn-
chronization and coordination between devices, BLE radios
transmit advertisement packets frequently - up to 10s to 100s
of times every minute. Unfortunately, it is possible for an
attacker to track a user’s location by placing BLE receivers
in locations the target is likely to visit, and identify the tar-
get’s presence, movement, and activities simply by observing
unique signatures of these packets. To combat this at the dig-
ital layer, cryptographic techniques can be used, for example
by periodically re-encrypting their MAC addresses. However,
this does not offer a holistic solution; there are still identifi-
able signatures unintentionally embedded in the physical layer
radio circuitry that an adversary can fingerprint.

Specifically, recent work in [1] identified that the carrier
frequency offset (CFO), and to a lesser extent I/Q offset and
imbalance of commercial BLE transmitters, which are almost
exclusively built using I/Q architectures for integration into
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Fig. 1. (a) [u—o, p+o] of CFO data measured across hundreds of packets

from 20 separate ESP32 BLE chipsets, showing unique and identifiable CFOs.
(b) Theoretical data for CFO obfuscation, illustrating that unique identification
is much more difficult.

BLE/WiFi combo chips for cost saving and system integration
purposes, have subtle process variations between manufactured
units that enable physical-layer fingerprinting by an adversary.
Fig. 1(a) shows measured CFO from a collection of 20 dif-
ferent BLE chipsets from the same manufacturer and model,
showing clear, distinguishable features between all 20 units.

It’s possible that an adversary can record the CFO of these
devices, and later uniquely identify each device, even if their
MAC address has been changed, simply by measuring the CFO
of the received packets and matching the measured CFO with
the recorded ones. It was estimated that an adversary can learn
and identify such devices in Fig. 1(a) with 97% accuracy after
receiving packets from the device for only about a minute [1].
In fact, it takes only about a minute for the attacker to have
a very robust and distinguishable estimate of the CFO of a
device, and identify the device very accurately.

If the CFO could somehow be obfuscated at the same time
as a MAC address change, as illustrated in Fig. 1(b), then
we will show that the identification to 97% accuracy would
instead require more than a day (See Fig. 8). Despite this clear
privacy issue, no prior-art integrated circuits (ICs) have been
designed to help reduce this risk.

This brief first studies methods of enhancing the pri-
vacy in transmitters that use I/Q-path modulators popular in
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BLE/Wi-Fi combo chips. Since CFO has been widely used
to fingerprint wireless transmitters [1], [2], [3], [4], [5], [6],
[7], [8], [9], [10], it is selected as the feature to obfuscate.
A test chip is then designed to pseudo-randomly obfuscate
CFO, where measurement data shows that the proposed idea
delays user classification/identification by adversaries from a
few seconds to more than a day.

II. TX OBFUSCATION TECHNIQUES
A. Obfuscation Method

How to Obfuscate: To prevent attackers from identifying
the transmitter device by measuring hardware imperfections
such as CFO, devices need to obfuscate these imperfections
when sending BLE signals. For each hardware imperfec-
tion feature h; (e.g., CFO), there is a set of values Hir =
{h},h?,hf’,...,hf} from which the circuit selects a value
(hf € {h}, h?, k3, ... K"} at random and adds it to the orig-
inal imperfection. As a result, instead of the original unique
hardware imperfection #;, the attackers can only observe the
obfuscated imperfection h; = h; + h; when they measure the
hardware imperfections embedded in the BLE signals they
sniff. In this brief, only CFO obfuscation is considered, as
it has been recognized as the most important hardware imper-
fection to distinguish different transmitters [1], [2] (thus, the
index i is dropped hereafter).

When to Obfuscate: As suggested by the BLE protocol
standards, MAC address randomization happens once every
15 minutes in most devices [11]. Consequently, the attacker
knows all the packets with the same MAC address are coming
from the same device during a 15 minute period. If obfuscation
randomizes the physical layer identity of packets during that
period, the attacker can estimate the original imperfection by
averaging multiple packets during a MAC address lifetime. As
a result, significant changes in CFO to obfuscate the device’s
identity should occur in synchronization with MAC address
randomization; namely, after a MAC address lifetime expires.

B. Obfuscation Makes the Devices Less Identifiable

Although the obfuscated imperfections randomly change
once every MAC address lifetime, there are a limited num-
ber of values that a radio circuit can randomly add to the
original imperfections. Therefore, if the attackers knows the
obfuscation method and the set H” from which the circuit
randomly selects a value and adds to the original hardware
imperfection, they can map the measured obfuscated hardware
imperfections to possible original hardware imperfection val-
ues. Consequently, the attackers can still get some information
about the identity of the device using the measured hard-
ware imperfections, however, with a much lower accuracy (See
Fig. 1(b)).

Consider there exists N number of users transmitting BLE
beacons. The attacker sniffs the BLE packets and measures
the CFO for each received packet. The measured CFO val-
ues for several packets from a device i (i = 1,2,3,...,N)
have an average h) which represents the original CFO of
the device, and standard deviation o® which represents the
packet-to-packet variations of the measured CFO for device
i (for instance, because of SNR, natural variations of CFO

caused by oscillator, and limited resolution of CFO estima-
tion algorithm). The larger the o ®, the larger the chance of
a packet being mis-identified by the attacker. This is simply
because there will be a higher chance that the measured CFO
of the packet is far from the average CFO of the device; thus,
being identified as another device.

Intuitively, if the set H" has a wider range of values, the
obfuscation would be more effective, since even the devices
with very different original CFO values may be confused
after obfuscation. However, the range of values in the set H”
(hR — hl) is restricted by the BLE standards that does not
allow arbitrarily large CFO values (receivers only need to tol-
erate CFO that is 150kHz). Moreover, the step size (or LSB)
with which the values in the set H' increase (s = h"T! — 1"),
also plays an important role in the effectiveness of obfusca-
tion since smaller LSB values cause more confusion between
devices when the attacker maps the obfuscated CFO to the
set of possible original CFO values. In fact, if the CFO
measurement noise o® dominates the LSB S, the attackers
would confuse different devices when they map the measured
obfuscated CFO to the set of possible original CFO values.

To measure the effectiveness of our obfuscation method
and the attacker’s ability to identify the devices after obfus-
cation, an experiment using 20 commercial ESP32 chipsets
is conducted. The chipsets are set up to transmit 4 BLE
packets per second for reception with a Universal Software
Radio Peripheral (USRP). First, in order to compute the prob-
ability that the attacker can successfully identify these 20
chipsets, fingerprinting and identifying the packets coming
from these chips is performed by measuring the CFO of
each packet, without considering any obfuscation (see the blue
curve in Fig. 2). In a longer time duration, as the attacker
gets more packets, the probability that they can successfully
identify the 20 chips (or the identification accuracy) increases
since the attacker can use more packets with the same MAC
address to collectively decide about the transmitter’s identity.
For instance, the attacker can simply average the measured
CFO for several packets coming from the same device to get
a more accurate estimate of the original CFO of the device (in
other words, reduce o ¥). Once the attacker has a solid finger-
print for each device, even if the MAC addresses change, the
attacker can still easily identify each device via their unique
CFO fingerprints.

The same experiment is repeated, however now with the
assumption that the obfuscation method is deployed in the
ESP32 chipsets. Since the ESP32 chipset is not capable of
actually doing this, we instead transmit and receive the pack-
ets, and then add in the random CFO value /" based on
the set of CFO obfuscation values that the proposed custom
chip design might be able to generate, when post-processing
the data. Note that while the MAC address is fixed, the
attacker can identify the devices based on their MAC address.
Therefore, we only consider a scenario in which the MAC
address (and hence, CFO) has been randomized at least once,
when the attacker attempts to identify the devices compared
to when they fingerprinted them. Also, since in this exper-
iment the time duration that the attacker tries to identify
the devices lasts less than 15 minutes (See Fig. 2), MAC
addresses and CFOs for each chipset remain constant during
the identification itself.
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Fig. 2. The effect of CFO obfuscation method on attacker’s ability to identify
the BLE devices for different LSB values (1, 2, 4, 8 kHz) when 32 CFO states
are available (5 bits).

To compute the probability of identification after obfusca-
tion, the strongest possible attacker is considered: an attacker
that exactly knows the obfuscation strategy. This means that
the attacker knows that a random selection of a value from
the set H" is added. Thus, the attacker can map the measured
obfuscated hardware imperfections to possible original CFO
values.

Fig. 2 demonstrates the probability of identification when
obfuscating CFO with different LSB values (the black curves).
As the attacker gets more packets over time, they can reduce
the CFO measurement noise o, and thus a smaller LSB is
needed to ensure the same level of confusion. Furthermore,
for a specific time duration, decreasing the LSB decreases the
attacker’s ability to identify the device (probability of detec-
tion). The reason is that the attacker’s measurement noise is
fixed for a specific time duration, and hence, the measurement
noise would dominate the LSB more as we decrease the LSB
and the attacker would get more confused. If CFO obfuscation
with a 1kHz LSB is deployed, the attacker would need more
than 100x extra time to identify the devices with the same
accuracy as without obfuscation in this experimental model.

C. Unlocked PLL Provides Even Better Obfuscation

In addition to the random obfuscation method, CFO can
be further obfuscated if the packet-to-packet CFO variation
(o) is increased. As explained earlier, if o increases, the
attacker would need more packets to achieve the same level of
detection accuracy. This extra perturbation of CFO is imple-
mented by using a temporarily-unlocked PLL in our circuit.
Prior to packet transmission, the PLL is turned on and the
VCO is locked. Then, once a packet needs to be sent, the
loop is opened to add the random CFO obfuscation (random
number from the set H") to the signal using the capacitor bank
in the circuit. The frequency drifts as the VCO is operating
open loop, causing an unpredictable additional CFO in the
transmitted signal (in addition to the desired pseudo-random
obfuscation which is determined by the capacitor bank in the
circuit). This frequency drift makes it even harder for the
attacker to fingerprint and identify the device as the CFO from
packet to packet has an unpredictable drift. In fact, the stan-
dard deviation of the measured CFO from packet to packet
for the same device (o) drastically increases as the loop

ch-select

Fig. 3. Privacy enabled WiFi/BLE Tx with integrated TRNG and VCO
obfuscation circuit.

is opened. This can be observed by comparing the measured
CFO standard deviation of commercial BLE chipsets in Fig. 1
(a few hundreds of Hz) and the measured CFO standard devi-
ation of one instance of our chipset demonstrated in Fig. 6
(11 kHz). As a result, it becomes harder for the attackers to
build a robust fingerprint and also identify the device when a
new packet is seen by them.

D. Effect of CFO Obfuscation on Demodulation and BER

The BLE standard allows for a CFO of up to £150 kHz.
Anything below this will not adversely affect the ability to
demodulate. As a result, our design is implemented to ensure
that CFO never exceeds this range and, as a result, our design
modifications would be acceptable by BLE standards. The rea-
son why CFO is acceptable is that BLE decoders usually have
a coarse CFO compensation step before demodulation [12]
and, any small CFO remaining after coarse compensation does
not affect the ability to demodulate GFSK signals. It should
also be noted that the unlocked PLL approach has been shown
in prior work such as in [13], where PVT was within the
acceptable range of the standard.

III. CIRCUIT IMPLEMENTATION

The block diagram of the proposed privacy-preserving BLE
compatible transmitter is shown in Fig. 3.

To match the general architecture of the ubiquitous
BLE/WiFi combo chips used in many consumer devices, the
baseband of the design is implemented by using I and Q
branches to meet the required M-QAM modulation employed
in WiFi, even though BLE only uses GFSK modulation and
could thus use a different architecture. An on-chip integer-NV
frequency synthesizer is utilized to tune a voltage controlled
oscillator (VCO) to a center frequency ranging from 4800
to 49960MHz in 4MHz steps, due to a 4MHz crystal refer-
ence. After a divide-by-two circuit, in-phase and quadrature
local oscillator (LO) signals are generated between 2400 to
2480MHz in accordance with BLE channel specifications.

After unlocking the PLL, an additional, explicit CFO can
be added during a packet transmission. The exact amount
of CFO applied depends on the output of an on-chip True
Random Number Generator (TRNG), which controls a 16b
capacitive DAC connected to the VCO’s LC tank as shown in
Fig. 4. The output of the mixers connect to an on-chip power
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Fig. 4. CFO implementation by using semi-identical MIM caps.

amplifier and then an antenna. Fig. 3 also demonstrates two
more circuit approaches that may be used in future work for
enhanced security. The input I/Q data is fed through an I/Q
imbalance block that weakly modulates the amplitude of the
two paths and couples them together. Variables |¢| < 1 and
B < 1 can be randomized in a similar fashion to the proposed
CFO approach. The chip can also generate LO I/Q offset that
moves the center of the demodulated GFSK signal in the I/Q
plane (i.e., the center of the demodulated GFSK circle would
be randomized). The complete study of I/Q phase mismatch
in transceivers is presented in [14] and the aforementioned
hardware will be the topic of the future research.

As demonstrated in Fig. 2, smaller CFO LSB values are
more desirable as they increase the effectiveness of the obfus-
cation. Hence, the design target was set as low as lkHz.
Further, the BLE standard mandates that no more than
+150kHz of CFO can be tolerated for decoding purposes,
which sets an upper bound for the proposed CFO obfuscation
circuit. Here, we set the VCO frequency to be randomly offset
around the nominal channel frequency by +/— 80kHz, which
is under the bound set by the standard. We did not increase
this range further in order to leave a margin for the original
CFO of the chipset (that is, the natural CFO of the oscilla-
tor without obfuscation), and also the CFO standard deviation
added due to the open-loop design.

In this brief, a CFO of LSB of ~1kHz is achieved by tog-
gling between two semi-identical custom MIM capacitors, as
shown in Fig. 4. To generate a very small CFO (1kHz at
advertisement channel 37 at 2402 MHz is roughly 415 ppb),
semi-identical cap switching has been implemented. Adding a
stripe of metal-8 to the MIM cap and doing post layout extrac-
tion, it has been optimized to achieve kHz range CFO [15],
[16], [17]. A 16b Binary CDAC array is implemented along-
side the 4.8 GHz LC VCO. Turning on and off every bit would
result in an effective +/— AC seen by the tank. The AC should
be in the aF region to result in a kHz frequency offset which
would require proper layout for the capacitors and their rout-
ing. The number of bits for the CDAC is chosen in such a
way to overcome the chip-to-chip mismatch.

Recent works have proposed different methods to imple-
ment a TRNG [18], [19], [20]. In this brief, an on-chip TRNG
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Fig. 5. Measurement setup and die photograph of the private BLE Tx.

is implemented by using a back to back inverter memory cell
that outputs a random bit each time the drain is pulled down
using the CFO control pulse (refer to green block in Fig. 4).
Nominally, this should occur every 15 minutes to correspond
with a MAC address change at the network level. We hypothe-
size that the TRNG does not necessarily have to be perfect, as
it only has to produce a new result every 15 minutes. It takes
many samples of a TRNG to be able to gauge its entropy, and
over a 28 hour period, only 112 random numbers will have
been generated. Thus, our hypothesis is that even a poor ran-
dom number generator will do just fine in such a situation.
This, however, will be the subject of future investigation.

IV. MEASUREMENT RESULTS

The fabricated privacy-preserving BLE transmitter along-
side the employed measurement setup are shown in Fig. 5.
The chip occupies 1mm? of total area and is implemented in
a 65nm LPCMOS process.

Here, CFO was measured by locking the VCO via the PLL,
unlocking the PLL by turning off the charge pump, and observ-
ing the mean of the VCO’s frequency over the course of a
single 400 usec packet. These results are presented for three
different chip samples from the same wafer/lot (additional
samples were not available) in Fig. 6(a). Without obfusca-
tion (red data points), the mean CFO for each chip was
distinct, and had a tight distribution with a standard deviation
of 237Hz when measured across 5000 packets. When obfus-
cation is enabled, additional bits are pseudo-randomly added
to the VCO via the on-chip TRNG after the PLL turns off,
and results in Fig. 6(a) reveal a much wider distribution of
CFO’s: standard deviations of 11, 165, and 70kHz for each
chip, respectively. Fig. 6(b) shows the measured CFO data
histogram of a chipset that demonstrates the average offset
of 14kHz with standard deviation of 11kHz.

Fig. 7 presents the measured phase noise of the transmitter
at advertising channel-37, demonstrating a —110 dBc/Hz spot
noise at IMHz offset frequency.

Finally, to demonstrate the effect of the open-loop VCO on
obfuscation, the CFO generated by 3 instances of the chip is
measured for thousands of packets, and the packet-to-packet
CFO variation of ESP32 chipsets with this data is estimated.
Fig. 8 shows how much time (or equivalently the number of
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Fig. 8. Obfuscation comparison using the proposed chip (measured chip
performances) compared with COTS Tx.

packet) the attacker would need to achieve the same probabil-
ity of identification when the unlocked PLL architecture with
the random CFO obfuscation is used (black curves) compared
to when there is no CFO obfuscation (blue curves). Here it
can be seen that the length of time needed to identify each
chip with 80% confidence increases from less than 1 second
to more than 28 hours.

V. CONCLUSION

The proposed BLE privacy enabled test-chip measured
over multiple samples demonstrates the functionality of the
proposed idea to enhance the location privacy of BLE
transmitter by intentionally varying the CFO. With the

proposed methodology, the detection of users can be delayed
by multiple orders of magnitude, thanks to frequency uncer-
tainty of an unlocked VCO and the proposed randomization
technique. Further improvement to the system can be achieved
by intentionally adding I/Q offset and I/Q imbalance random-
ization.
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