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Users are Closer than They Appear: 
Protec4ng User Loca4on from WiFi APs

MIRAGE

• (Left) Users are exposed in wireless space. The 
spy can easily localize user's location with 
wireless sensing techniques

• (Right) MIRAGE protects user location from WiFi
APs without interrupting the on-going wireless 
communication
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AoA error and RSSI measured without obfuscation, 
with nulling, and using MIRAGE to delay the path by 
varying amounts. RSSI does not degrade with MIRAGE
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Hardware: Hardware setup showcasing the ASUS WiFi-AP, WARP client and reflector in a 
typical indoor environment. There are mainly two paths between WiFi AP and WiFi user: 
direct path and the reflected path reflected off the reflector. 
Software: The WiFi AP and WiFi user will communicate with each other with 
802.11n protocol. WiFi user generate 802.11n packets, which will be transmitted using 
WARP. ASUS WiFi AP will receive these packets. MIRAGE is applied at the WiFi user and 
SpotFi is running at the WiFi AP.
Experimental settings:  We do experiments in a typical indoor environments shown in the 
left figure. 

(a) MAC address randomization, defences against FTM 
/signal strength
• MAC address randomization is easy to be broken [1], 
• Signal-strength based obfuscation interrupts the on-

going wireless communication [2]
• FTM based localization [3] can be leveraged for privacy 

invasive localization.
(b) Modifying the wireless environment
PhyCloak[4], IRShield [5], RF-Protect [6] and Aegis [7] try 
to modify the wireless environment but interrupt the 
ongoing wireless communication or require extra 
hardware deployment
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Key Idea

(a) Typical indoor setting with the direct path (green) and the first strongest reflected path (blue)
(b) AP can estimate the angle of arrivals (AoAs) to be {θd, θr} and the relative time of flights (rToFs)
as {dd+Δd, dr+Δd} (dd<dr). Direct path AoA θd  is chosen as it arrives earliest.   
(c) When the user does beam nulling to the direct path, AP will incorrectly estimate AoA at the cost of 
reduced SNR
(d) When the user adds extra delay to the direct path and makes dd + dobf>dr , the estimated AoA is θr as 
reflected path seems to arrive earlier. No SNR reduction is observed as direct path is preserved.

(a) Angle-distance profiles representing the direct path and reflected 
path angle of arrivals and their relative distance travelled measured 
from COTS AP. The direct path is at -6m and reflected path is at 0m.
(b) When the user applies the beam nulling to the direct path, 
SpotFi will incorrectly identify the reflected path at -3m as the direct 
path. 
(c) When the user beamforms to the direct path and adds extra 
delay of 15m to it, SpotFi will incorrectly identify the reflected path 
as the direct path.

…?Aha!

AP

Spy

User Mirage 

User 

AP

AP

AP Spy

With MIRAGE OFF With MIRAGE ON

M
IRAGE
ON

M
IRAGE
OFF

Access Point

θd

θr
dd + Δd

(b)(a) (c)

Access Point

θr

(d)

dd + Δd

Access Point

θd

θr
dobf

Detected User Detected User Detected User

Access Point

User

θd

0 m
-6 m

(a)

-3 m
-11 m

(b)

-19 m
-10 m

(c)

Wi-Fi User

Wi-Fi AP

Reflector

Feasibility of MIRAGE – Incorrect AoA is predicted 

No 
obf.

Nulling MIRAGE with delay of
0 (m) 20 (m) 30 (m) 40(m)

AoA
error

0⁰ 62⁰ 0⁰ 58⁰ 61⁰ 53⁰

RSSI 
(dBm)

-65 -71 -64 -64 -64 -62
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